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Session Description

This session will provide a broad overview of the proposed NSPM-33 program 
requirements. We will discuss which requirements are least likely to change and 
which have the greatest potential to change before the final guidance is 
released. We will host a dialogue about what participants are doing at their own 
institutions to prepare and where they are holding off. Finally, we will offer some 
ideas for how to start or keep the conversation going at your home institution.
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Agenda

Brief Overview of NSPM-33

Current Status

What can you do now?

What should you hold off on?



© 2024 National Council of University Research Administrators | www.ncura.edu

BRIEF OVERVIEW: 

HOW WE GOT TO NSPM-33 
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R&D is a Critical Industry

https://www.nsf.gov/news/special_reports/btyb/innovation.jsp

• 85% global spending on R&D 

done by 15 countries 

• $ 2.4 Trillion industry in 2021

• US & China lead in spending

• Theft of American IP valued at 

between $225-600 billion in 

2018 alone

5AH

https://www.nsf.gov/news/special_reports/btyb/innovation.jsp
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R&D Tensions

Transparency

Protection

AH
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One of the First Cases…

AH
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But there is nuance…

8LS
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Timeline

2018 2021 2024/5?

LS
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What is NSPM-33?

• National Security Presidential Memorandum–33

• “[D]irects action to strengthen protections of United States 

Government-supported Research and Development (R&D) against 

foreign government interference and exploitation”

• Asserts government commitment to fundamental research, but 

balance against protecting economy

– R&D / innovation is one of the largest sectors in the US

• Defines key terms; defines governmental R&R

• Sets priorities for government action, including through 

implementations of new administrative requirements

LS
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NSPM-33 IMPLEMENTATION 

GUIDANCE
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NSPM-33 Implementation Guidance

Disclosure requirements & standardization across agencies

Digital Persistent Identifiers (DPIs)

Consequences for violation of disclosure requirements

Information sharing

Research security programs

PW
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Steps Before Implementation

AGENCIES DRAFTING 
THEIR REQUIREMENTS 

INTERNALLY

HARMONIZE WITH 
OTHER AGENCIES 
WHERE POSSIBLE

OSTP DRAFTS FINAL 
RULES FOR AGENCIES 

TO FOLLOW

FINAL AGENCY 
REQUIREMENTS

INSTITUTIONS MUST 
IMPLEMENT & 

OPERATIONALIZE

PW
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NSPM-33 Implementation

• Agencies are working on the implementation 
guidance and different parts are in different phases

• Yet with so much to prepare for, we want to 
consider… 

– What should we act on now?

– Where should we hold off on firm commitments?

– Our recommendations are based on internal & 
professional association discussions, but as always 
make your decisions based on your institutional needs

PW
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NSPM-33 Implementation Guidance

Disclosure 
requirements & 

standardization across 
agencies

OMB has released 
final versions & 

agencies 
implementing

OSTP Guidance 
for agencies 

released Feb 14th

Digital Persistent 
Identifiers (DPIs)

Easy and free to 
promote ORCID for 

researchers

Institutional access 
requires financial 

investment

Consequences for 
violation of disclosure 

requirements & 

Information sharing

Government 
agencies have to 

communicate more 
detail 

Not something we 
have to implement

Research security 
programs

Next section

PW
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Final Common Forms Released!

16

Biographical Sketch

Current and Pending (Other) Support 
Information

Definitions

NSPM-33 Implementation Guidance Pre-
Award and Post-award Disclosures 
Relating to the Biographical Sketch and 
Current and Pending (Other Support) 
(Jan 2024)

PW

https://www.nsf.gov/bfa/dias/policy/nstc_disclosure.jsp
https://www.nsf.gov/bfa/dias/policy/researchprotection/commonform_biographicalsketch.pdf
https://www.nsf.gov/bfa/dias/policy/researchprotection/commonform_cps.pdf
https://www.nsf.gov/bfa/dias/policy/researchprotection/nspm33definitions.pdf
https://www.nsf.gov/bfa/dias/policy/disclosures_table/jan2024.pdf
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Sample of Table ..

17PW
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Current Agency Implementation - Common Forms

18

No form 

deviations

Effective 

5/20/24

Synergistic Activities 

moved to Senior/Key 

Personnel documents

PW
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OSTP Action on Common Forms

• Agency implementation plans 

due to OSTP by May 14, 2024

• The common forms should 

include a persistent digital 

identifier

• Deviations require OMB/OIRA 

review and clearance under 

the Paperwork Reduction Act

19PW

https://www.whitehouse.gov/wp-content/uploads/2024/02/OSTP-Common-Disclosure-Form-Policy.pdf
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Excellent news …. but ..

“There may be cases where agencies choose not to use these 

Common Forms for reasons specified by statute, regulation, 

specific agency authorities, or other compelling reasons. In some 

cases, agencies may choose not to use these Common Forms 

because of a need to collect additional information or to apply 

more stringent protections to protect R&D that is classified, 

export-controlled, or otherwise legally protected.” 

20PW
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Digital Persistent Identifier/DPI

The term of art is “PID” – Persistent Identifier.  

These are: 

• Permanent

• Findable 

• Machine-Readable

• Unambiguous

21LS
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DPIs/PIDs in Researcher Workflows

22

Digital Object 
Identifier (DOI)

• Publications

• Data Sets 

Grant IDs

• Grants & 
Agreements

• Individual 
Segments

Research 
Resource ID 

(RRID)

• Equipment

• Biologics

• Core Facilities

LS
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What is ORCID?

23

Open Research & Contributor ID 

• Persistent Identifier offered free of charge 
to researchers 

• Digital record/CV connects information 
about the researchers 

• Interoperability between ORCID record and 
member systems (paid)

LS
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Why does ORCID matter 

for Research Security? 

24

ORCIDs are portable, and identify 
a person no matter where they go

The PID universe connects people 
and their outputs, but also helps 
identify them 

ORCID record holds information 
about appointments, publications, 
data, education, and much more 

LS
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What can you do now? 

• ORCID is free for researchers : socialize on 
campus 

• Membership offers some benefits that help 
reduce admin burden– see if your institution is 
a member (https://orcid.org/members) 

• SciENcv

• Work with your libraries

25LS

https://orcid.org/members
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DRAFT RESEARCH SECURITY 

PROGRAM STANDARDS
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DRAFT Research Security Program 

Standards
• DRAFT RSP Standards closed for comment June 5, 2023

• Waiting for OSTP to release the final standards (weeks not 
months)

• Yet with so much to prepare for, we want to consider… 
– What should we act on now?

– Where should we hold off on firm commitments?

– Our recommendations are based on internal & professional 
association discussions, but as always make your decisions based 
on your institutional needs

AH
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Overarching Program Standards

Applies to institutions receiving $50M or more 
annually in research funding

• Institutional certification in sam.gov

• Must have a research security point of contact

• Must have public information on the program 
(website)

• Requires routine self-assessments

LS
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Foreign Travel Security

• Requires a foreign travel policy applicable to those 
on federal R&D projects & the policy must 
address:

– Mandatory security briefings, including information on 
device safety/security (including loaner devices)

– Record of travel

– Advance disclosure & authorization of international travel

• Draft a policy, but wait until the final standards are 
out to finalize

PW
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Research Security Training

• 9 required elements of the training program
– Must be kept up to date

– NSF has released final modules that fulfill requirement

• Training for all personnel
– As appropriate for each faculty, staff, & students

– Reference to RECR

– Expectation the training is ongoing (no defined cadence)

• Maintenance of training records

• Specialized training following any research security breaches
– Breach is not defined

AH
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Cybersecurity

• 12 Protocols: we won’t list them in detail because 
none of us are cybersecurity experts, but here are 
key issues

– No specific standards or reference to existing standards, 
such as NIST 800-53

– Ambiguity increases difficulty of consistent 
implementation & assessment of the program’s 
adherence

– Could lead to gaps in practice across institutions

LS
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Export Control Training

• Training on export controls for personnel responsible for  
vetting of international collaborations/collaborators

– Implies a international collaboration vetting requirement 

• Training for faculty on specific export control concerns
– Limits of the fundamental research exclusion to include 

“applied” technologies?

– Right-sizing the amount of information given to all faculty 
versus most at-risk faculty

AH
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Definitions: Examples

• New or changed definitions have the potential to change 
implementations further

• Conflict of Interest: COI defined to include “funding” of 
research, which is a new facet of COI

• Covered International Travel: this is a very broad scope 
with potential for large admin & financial burden

• Research Security Breach/Violation vs. Security 
Incident: only incident is defined in the appendix but we 
have to act on a Research Security Breach (and Violation) 
which is not defined

AH
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OTHER FACTORS

Other concerns with Research Security

34



NSPM-33 

Overarching Challenges

• Definitional clarity across agencies

• Harmonization of agency requirements  

(non-harmonization only when essential) 

• Focus on a risk-based approach to 

managing risk

• Fulfillment of NSPM promise for non-discrimination 
against international scholars (and students)

• Immense variance in size and type of recipients 

• Budget cycles/data system cycles at institutions

• Realistic and cost effective timelines (particularly 
for enforcement) 

• Building for nimbleness

• (Timely) remedies for perceived errors or 
overreach

• Evaluation and adjustment of requirements over 
time

PW
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CHIPS and Science Act 2022
1

Research security provisions:

• Prohibition of malign foreign government talent recruitment 
programs

• Requirement to establish a Research Security and Integrity 
Information Sharing and Analysis Organization (now SECURE)

• Research security training requirement for all covered personnel

• Inclusion of research security training as part of Responsible and 
Ethical Conduct of Research training

• Reporting on foreign financial transactions and gifts

• Prohibition of Confucius Institutes

1
Excerpted from a slide from Rebecca Keiser 9/19/23

36
PW
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OSTP Memo on Foreign Talent Recruitment Programs 

• Confirms definition of “covered 

individual”, “FTRP,” and “MFTRP”

• Individual must disclose participation in 

FTRPs and certify they are not a party 

to a MFTRP

• Institution must certify that each 

covered individual on the project 

(yours or ours) has complied 

• Certifications required at time of each 

proposal and annually thereafter

37
PW

https://www.whitehouse.gov/wp-content/uploads/2024/02/OSTP-Foreign-Talent-Recruitment-Program-Guidelines.pdf
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Malign 

Foreign 

Talent 

Recruitment  

Program

38
PW

https://drive.google.com/file/d/1wcZYdfI-puYdch6PMguYR2sFcpNokpQE/view?usp=drive_link
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*From Jean Feldman’s PAPPG  Webinar on 3/12/24

NSF’s MFTRP Implementation*

PW
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MFTRPs – Other Questions

What training/education do you do for faculty on this topic? 

Institutional systems to record this?  How frequently updated?

What is our obligation institutionally to fact check? 

How will other agencies implement? 

40
PW
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Foreign Students 

International Enrollment Enrollment with China

41
AH
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Uniform Guidance Updates

42

OMB is weeks away from publishing revisions to Uniform Guidance

Nothing in there specifically about research security, but the DRAFT 
updates implied removing the fixed amount subaward ceiling (likely 
there will be a ceiling in the final version)

Section 113 changes when we notify the government about 
reportable instances of fraud, waste, abuse from after our internal 
reviews are complete to at the time we have credible evidence

AH
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Looking Ahead

SECURE Center funded 
by NSF will be 
announced this year 
(May?)

Not clear yet how this will 
impact PTE/Sub 
relationships

43

This Photo by Unknown Author is licensed under CC BY

AH

https://telecare.digitaloffice.scot/news/first-secure-devices-on-assessed-supplier-list-131
https://creativecommons.org/licenses/by/3.0/
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Recommendations

Assess where 
you are today

Connect with 
colleagues 

across 
institution

Gather 
information

Assess 
potential areas 
for investment / 

costs

Prepare a 
timeline for 

implementation

DON’T MAKE 
ANY BIG 

CHANGES 
YET!  

Tee up everything, 
then wait until the 

final rules come out

Pause on signing 
contracts for new 

systems

Make small tweaks 
that would improve 

your business 
process anyway

LS
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Discussion / Questions

& a HUGE Thanks!

a.humphrey@northeastern.edu

pwebb@umn.edu

lschultz@arizona.edu

mailto:a.Humphrey@northeastern.edu
mailto:pwebb@umn.edu
mailto:lschultz@Arizona.edu

